Connecting to the MIHIN

What will it take?
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Overview of the MiHIN

» The MiHIN architecture has an overarching goal to be compliant with the national
standards for healthcare interoperability recognized by the Secretary of the
Department of Health & Human Services (HHS)

* The backbone will be a NHIN-compatible design with four layers:

— A NHIN Gateway

— A MiHIN Backbone

— Several Regional or Sub-State HIE's
— All Michigan stakeholder organizations

* The NHIN Gateway will connect to other states (backbones) and the Federal
Government

» The Backbone will provide cross community (HIE) interoperability and state-wide
shared services

» HIEs will provide first level data aggregation and data normalization and local
services

» Stakeholder organizations will be the primary data sources and consumers
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Overview of the MiHIN

* Network of networks
— EHRs or other clinical systems at the provider organizations
— HIEs at local or regional levels for regional data sharing
— Shared Services Bus (SSB) at the state level
Security Framework at the HIE and SSB levels
» Messaging across providers (HIES) and across HIEs (SSB)

— The NHIN terminology for cross HIE is called Cross
Community

NHIN Connectivity for Interstate and connection to the Feds

» Shared services at the state (SSB) level for things like:
— Connection to SureScripts
— Connection to federal agencies such as Social Security Administration
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Overview of the MiHIN

The MiHIN proposed architecture design:
— Will be most compliant with standards at the highest
layers and least at the lowest layers

— Provides for high interoperability but low functionality at
the highest layers with low interoperability but high
functionality at the lowest layers

— Allows standards to evolve “downward” from the
backbone to the stakeholder systems

— Allows functionality to evolve “upward” from stakeholders
and HIEs to the backbone
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MiHIN Conceptual Architecture
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Architecture Models Considered

e Single HIE
— This model has one HIE for the entire state and all provider organizations
plug into this HIE
— Used successfully in small states (Vermont, Delaware, etc)
— Not recommended for Michigan due to the number and scope of providers
and because there are already HIEs in progress

» Single HIE Vendor for all State HIEs
— Single HIE vendor that provides HIEs for regions and then provides a custom
backbone between HIEs
— Not the primary model in any state and only one vendor is doing this
— Could be less costly but not recommended due to the proprietary nature of
the backbone and long term interoperability
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Architecture Models Considered (con't)

» HIEs playing the role of both HIE and Backbone

— Each HIE builds the infrastructure for connecting organizations as well as the
cross-HIE capabilities as a backbone

— Thisis the model being developed in New York and possibly California
— Creates a highly interoperable and flexible network
— Not recommended due to cost and complexity

» Backbone with Stakeholder Organizations plugged in Directly

— This is a Backbone with only standards compliant organizations allowed to
connect

— This is the Minnesota model

— Depends on vendor EHR systems becoming fully standards compliant or
organizations standing up the middleware (akin to our Private HIE)

— Can be cost effective but vendors have made very slow progress towards
being standards compliant

— We are recommending this as part of our approach
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Architecture Models Considered (con't)

» Backbone with multiple HIEs

— The HIE connects organizations and the Backbone connects
HIEs

— The closest model is in Virginia but many states considering

— Creates a highly interoperable network but requires a middle
layer to be developed for backbone connectivity

— Keep standards at the core and pushes non-standards to the
edges

— This is our recommended approach because it promotes both
standards-based interoperability and timely implementation
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GETTING CONNECTED

Connecting to an HIE

» Depends on the vendor but there are typical implementations
* Most models include a centralized Master Patient Index

* Interfaces are required at the local provider (source) organizations
to “collect” the data into a shareable format

* Typical configurations include:
— Federated clinical data and use of a Record Locator
— Centralized clinical repository
— Hybrids of the two depending on the application

» Terminology normalization services are usually provided
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Typical Federated HIE Architecture
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FUNCTIONS OF A REGIONAL HIE
VS. A BACKBONE




Functions of a Regional HIE

» Develop and support primary Patient Demographics and ADT interfaces
from source organizations

» Provides “first mile” interfaces for this data using standard or non-
standard approaches to collect primary clinical data from source
organizations:

— Encounters

— Labs

— Problem lists

— Allergies

— Medications

— Radiology reports

— Pathology reports

— Discharge summaries
— Physician notes

— Other clinical data
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Functions of a Regional HIE

* Provide a local integration engine for data integration into the
repository

* Provide a regional data repository which can be federated (edge
servers), partitioned (data vaults or virtual private databases) or
centralized

* Provide a local MPI and localized duplicate patient resolution
services

e Provide a local RLS for record location

¢ Provide data normalization services for clinical data such as
LOINC for labs or RxNorm for medications

» Provide local security services such as user authentication and
auditing
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Functions of a Regional HIE

Provide a local HIE portal for clinician access to patient data
Host local applications that are needed by stakeholders in the
region (e Prescribing, hosted lite EHR, etc)

Provides first level of exchange among HIE participants
Provides the gateway to the state backbone or NHIN
Management Functions

— Provide implementation and ongoing support services for the regional HIE
— Develop local security procedures based on state-wide policy guidance

— Provide local project management for the HIE vendor implementation
— Establishlocal data use guidelines and contract with stakeholders
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Functions of a State-Wide Backbone

Provide a service bus for connecting HIEs and state
systems

Provide state-wide core services such as:

— Provide cross HIE subject discovery (patient inquiry- PIX/PDQ)

— Provide cross enterprise query for documents (XDS)

— Federated security services

— Service registry for state-wide service definition

Provide messaging gateway for “pushing” messages to
other HIEs or backbone connected organizations

Provides cross community (HIE) core services such as
subject discovery (patient inquiry) and Query for Documents

State-wide provider index
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Functions of a State-Wide Backbone

* Management Functions
— Develop state-wide policies for privacy and security
— Develop state-wide standards for backbone connectivity
— Manage the implementation of state and state-wide services implementation

— Coordination with Regional Healthcare Information Technology Extension
Centers for state wide HIT adoption
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Connecting to the MIHIN

e Security Services
» Clinical Messaging
« Patient Discovery
e Query for Documents
* Use Cases
— Lab Results Reporting
Immunizations Reporting
Lab Results Inquiry
Immunizations Inquiry
Syndromic Surveillance Reporting
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Security Services

« The4A’s

e Authorization
— Determining who should have access and to what information
— Managing the continued need for access

e Authentication

— Technical authentication mechanisms such as
username/password or two-factor methods

e Access

— Managing the roles and privileges of users
e Audit

— Auditing transactions
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Clinical Messaging

* Moving data from one organization to another

* These are typically transactions that include data that are
“pushed”

» Typical clinical messages:
— Interfaces for patient demographics (ADT)
— Lab orders and results
— Patientreferrals
— Eligibility checking
— ePrescribing
— Etc.

?ﬁﬁ HIE F’ar'tner's c
ng Technology

Patient Discovery

» Ability to look up patients across HIEs using two function
» Patient Identity Cross-Reference (PIX)

— Query for a patient when you know an identifier (such as
medical record number) for the patient

— This is a deterministic query
» Patient Data Query (PDQ)

— Query for a patient when you only know demographics such as
name, date of birth, gender, etc.

— This is a probabilistic query
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Query for Documents

* The ability to query for documents once you have determined the
patient

« A“document” in the NHIN world is a collection of data for a
specific patient episode of care

» Standard document types are being defined using a standard
called the Continuity of Care Document (CCD). Examples:
— C32 Summary Document (like a discharge summary)
— C37 Lab Report
— C78 Immunization Report
e QFD Process involves
— Query for patient
— Query for documents in the index (RLS)
— Retrieve document
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